Frequently Asked Questions
about Editorial Manager® and the
General Data Protection Regulation (GDPR)

m What is the General Data Protection Regulation (GDPR)?

A: >The GDPR is a European Union regulation. Its main objective is to give citizens and residents
control over their personal data. The regulation stipulates the responsibilities of organizations with
respects fo storage, processing and fransfer of personal data.

e Whois covered by the GDPR?

A: >Any entity, regardless of ifs location, that stores the personal data of European Union citizens and
residents. This means that GDPR is applicable to virtually every scholarly publisher.

e What is the penalty for failure to comply with GDPR?

A: ) 20 million Euros or 4% of global annual revenue, whichever is the greater.

When does the GDPR take effect?
GDPR goes into effect beginning May 25, 2018.

What happens when publishers outsource data services?

GDPR identifies a "Data Confroller” and a "Data Processor"”. The Data Controller is the entity that
determines the purposes, conditions, and means of processing personal data. The Data Processor
processes personal data on behalf of the Data Controller.

What is a Publisher's role in connection to GDPR?

Typically the publisher/journal/society is the Data Controller.

m What is Aries' role in connection to GDPR?
A:> Aries is a Data Processor.

Y GDPRrequires that citizens explicitly give clear consent to storage of their data. Is this possible
within Editorial Manager?

A:> Yes. Publishers can and should configure a registration question that requires users to affirmatively
consent to processing of their personal data. From Version 15.0 forward, this will be mandatory

regardless of publisher configuration.

m GDPR requires that citizens have a "right to access" and receive their personal data. Is that
possible within Editorial Manager?

A:> Yes, Editorial Manager includes a range of functions that allow users to access their data and
receive their data in a machine portable format.
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m What is "privacy by design"?

A: >GDPR requires that the system is designed to support privacy, and that access to personal data

is minimized and limited to those needing to perform the processing. Editorial Manager has been
carefully designed fo limit and control access to data. Publishers should review their data access policies
and their configuration setftings in Editorial Manager including RoleManager.

m What is the "Right to be Forgotten"?

A: ) Under GDPR, EM users will be able to request that journals remove/anonymize their personal
information from the system at any time. To help with this requirement, Editorial Manager (Version
15.0) includes a mandatory footer in every outbound email that notifies users of this right. In addition,
Editorial Manager (Version 15.1) includes an administrator option to anonymize a selected user record.
Publishers, as the Data Controllers, should obtain legal advice concerning the scope of anonymization
with respect to prior authorship and reviewer activities.

m What happens in the event of a data breach?

A: >Under GDPR, users must be promptly notified of any data breach. In the event of a detected
personal data breach in Editorial Manager, Aries' Client Services team will notify publishers without
undue delay. Publishers are responsible for notifying affected users and the appropriate supervisory
authorifies.

m Do we need a data privacy officer?

A:> Under GDPR your organization probably needs to identify a data privacy officer. The Aries data
privacy officer can be reached here: privacyofficer@ariessys.com

m What do | need to do next?

A:> If you are an Aries customer, please contact your Account Coordinator, who can provide additional
documentation specific to Editorial Manager.
m Does Aries offer additional GDPR resources?

A: Yes. This presentation from the 2018 European Editorial Manager User Group Meeting is
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parTicuIarIy helpful Keep an eye on our web site for upda’res and resources.

NeB) should I talk to a lawyer?

AI> Yes. GDPR is a complex regulation with significant penalties. It's important that your organization
receives advice specific to its situation.
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