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Identity Confidence Check (ICC)



Identity Confidence Check (ICC)

• That individuals are who they say 
they are is fundamental to the 
operation of peer review. 

• How can we tell that authors & 
reviewers are legitimate? 



No Score

Pass 

Alert

High Alert

Editor Override EM can help.



ICC - How does it work? 

Scorecard based on metadata:
• Email address
• Institution/Organization
• Country/Region
• EM Activity
• ORCID Activity



ICC – When does it happen? 

• New or revised submission 
received by publication

• Author, Editor or Publisher edits 
the submission metadata 

• Co-Author information is updated 
• Co-Author confirms authorship 

(Co-Author Verification)
• Submission transferred in from 

another publication
• “On the fly” – Authorized Editor can 

initiate the ICC manually



ICC - Details and Search Submissions



ICC - Authors Details (All Authors)



ICC - Reviewers Suggested by Author



ICC – Editor can run check dynamically









Overall rating is ‘Pass’



Overall rating is ‘High Alert’



ICC Override



EAR and Custom Reporting 



EAR and Custom Reporting 



ICC – Configuration



ICC Configuration (PolicyManager) 



• Pass/Alert/High Alert

• Domains not listed 
are ignored 

• Can use wildcards 

Email Domain Exceptions



• INN must be enabled

• Institutions with 
Ringgold ID = Pass

• Institutions without 
Ringgold ID = Alert or 
High Alert

ICC – Institution Exceptions



ICC – Institution Name Normalization

PolicyManager>General Policies>Institution Name Normalization



• INN must be enabled

• Institutions with 
Ringgold ID = Pass

• Institutions without 
Ringgold ID = Alert or 
High Alert

ICC – Institution Exceptions



• All countries Pass 
by default

• Alert or High Alert

ICC – Country/Region Exceptions



• 4 criteria are 
examined

• Customizable 
thresholds

• ‘Always trust 
Editors’ option 
supersedes other 
EM Activity 
criteria

ICC – EM Activity Exceptions



• Checks for 
presence of 
authenticated 
ORCID iD in EM

• May add 
additional ORCID 
criteria in future

ICC – ORCID Activity



• New permission: 
View Identity 
Confidence Check 
Results

ICC – Editor RoleManager



ICC Summary



People Management



• Detailed People Notes
• People Flags 
• Other Identifiers: 
• People URLs 
• Privacy Policy Acknowledgement 
• ORCID (& other IDs) 

• Additional People Details (APDs) Functionality 
• Batch Editor Reassignment

People Management - Overview



Detailed People Notes



People Notes vs. Detailed People Notes



Detailed People Notes - Highlights

• Authorized Editors 
• Historical record
• Can be shared across publications
• Permanent deletion 



Add Notes at Proxy Registration



Search People – Update Information



Search People – Update Information



View/Print All Detailed People Notes



People Information Page



Reviewer Search 



Displayed in Reviewer Search Results 

• Displayed in 
results 

• Read-only for all 
Editors in 
Reviewer Search 
mode

• Collapsed by 
default



Search People and Search for Authors 



Configuration
5 permissions 

• View Detailed People Notes
• Manage Detailed People 

Notes
• View Portal-Shared Detailed 

People Notes
• Manage Portal-Shared 

Detailed People Notes
• Detailed people Notes (for 

reviewer searching)



Share Notes Across Journals



People Flags



People Flags

• Permission driven
• Editor/Publisher only
• Huge palette 
• Customizable description shows on hover
• Display in most folders
• Criteria in Search People/Invite 

Reviewer/Invite Author



Creating Customized People Flags

PolicyManager>General Policies>Create Customized People Flags



Adding Flags to People Records



Other Identifiers



People URLs

• Permission controlled in Role Manager
• Visible on user record through Search People
• Social media, Faculty/Company webpages, Professional networks



Privacy Policy Acknowledgement
Since GDPR came into force in May 
2018, we have:

• Added a link to your privacy 
policy/journal overview page to the 
login box

• All users are required to 
acknowledge both policies

• We record the date, time and IP 
Address in use when the question is 
answered, this can be seen on User 
records through Search People

• Other GDPR-changes can be found 
by searching for GDPR in Help 



ORCID & Other Personal IDs

• ISNI, PubMed Author ID, ResearcherID, Scopus Author ID
• Optional/Required Registration field
• Update My Information
• Text Entry

• ORCID – further integration
• Authentication
• SSO login 
• Requirement for Submission
• Reviewer Peer Review Deposit



ORCID & Other Personal IDs

PolicyManager>Registration and Login Policies



ORCID - Authentication & SSO

PolicyManager>Registration and Login Policies



• Requirement for Submission
• Collect for Co-Authors 
• New! Separate ID request @ Revision

ORCID - Co-Authors & Submission

PolicyManager>Submission Policies>Edit Article Types>Edit



ORCID – Authenticated ORCID link



Additional People Details (APDs)



Additional People Details (APDs)

• APDs as Registration Questions
• Conceal APDs 
• Enhanced Display of APDs



APDs: then
• Only available to Editors via 

Search People – Update 
Information page

• Limited use because users 
cannot supply this information 
themselves



• Registration Questions 
appear when a new user 
registers or an existing user 
logs into the system. 

• Registration Question 
responses are a single 
checkbox, where the user 
either ticks or does not tick 
the box

• For GDPR the user is 
required to tick the box, but 
other custom questions 
may be optional or required

Registration Questions: then



APDs & Registration Questions: now
• APDs & Registration 

Questions: Combined!
• More complex questions & 

answers now possible 



Search People – Update Information

• Shown if configured 
to display 

• Response can be 
configured to be 
editable



Update My Information
• Required Registration 

Questions (e.g. GDPR 
acknowledgment checkbox) 
remain uneditable

Otherwise:
• Shown if configured to 

display 
• Response can be 

configured to be editable



Extended Configuration Options for APDs

• APDs can be hidden from certain roles
• Direct display on Search People –

Update Information page saves time
• Hidden, Optional or Forced at 

Registration



Batch Editor Reassignment



Batch Editor Reassignment

• Easily transfer submissions en masse from 
outgoing editor to new editor

• New letter family & merge field

Coming in 16.1 and Subject to Change!



Batch Editor Reassignment



People Management - Summary




