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Identity Confidence Check (ICC)

• There have been various cases of questionable authorship 
and fraudulent peer review in the news the past few years.

• Editors need a way to feel confident that Authors and 
Reviewers are who they say they are – actual real people!

• SOLUTION: EM generates a 'confidence rating' for 
corresponding/contributing Authors and suggested 
Reviewers, based on factors such as ORCID, Ringgold 
institution, country selection, email verification, and other 
sources.



ICC Indicators – Displayed for Author names in 12 Editor folders

No Score

Pass 

Alert

High Alert

Editor Override 



ICC - Automatic Triggers

• New or revised submission received by publication
• Author, Editor or Publisher edits the submission metadata 
• Co-Author information is updated 
• Co-Author confirms authorship (Co-Author Verification)
• Submission transferred in from another publication
• “On the fly” – Authorized Editor can initiate the ICC 

manually



ICC Indicators – Displayed on Details and Search Submissions



ICC Indicators – Displayed on Authors Details (All Authors)



ICC Indicators – Displayed when searching for 
Reviewers suggested by Author



ICC – Editor can run the check dynamically









ICC Summary Example – Overall rating is ‘Pass’



ICC Summary Example – Overall rating is ‘High Alert’



ICC Override indicates trust, despite the personal information 
supplied 



ICC Information available in EAR and Custom Report 
(Authors and Submissions View)



ICC Information available in EAR and Custom Report 
(Authors and Submissions View)



ICC – Highly Configurable!

• PolicyManager >> 
Configure Identity 
Confidence Check



ICC Configuration (PolicyManager) 



• Pass/Alert/High Alert 
categories

• Domains not listed are 
ignored in the score

• Can use wildcards 
• For example, yahoo.co* 

includes the following 
domains: yahoo.com, 
yahoo.co.jp, yahoo.co.fr, etc. 

• Entry of *.ac.* includes 
academic institution domains 
in many countries. 

ICC – Email Domain Exceptions



• INN must be enabled 
(institutions are associated 
with Ringgold ID)

• Institutions with Ringgold ID 
= Pass

• Institutions without 
Ringgold ID = Alert or High 
Alert

ICC – Institution Exceptions



• All countries = Pass by 
default

• Can move one or more 
countries to Alert or High 
Alert

ICC – Country/Region Exceptions



• 4 criteria are 
examined

• Customizable 
thresholds

• ‘Always trust Editors’ 
option supersedes 
other EM Activity 
criteria

ICC – EM Activity Exceptions



• Checks for presence of 
authenticated ORCID 
iD in EM

• May add additional 
ORCID criteria in 
future

ICC – ORCID Activity



• New permission: View 
Identity Confidence 
Check Results

ICC – Editor RoleManager



• Do you think this feature looks useful?
• What other criteria might you want to see in future?

ICC Discussion




